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Introduction

« This presentation is intended to introduce
you to the following aspects of MT Votes:

- User Guides

- System Configuration
- User Administration
- Security procedures
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! T MT vOTES

"| About

=101 ]

Release Mokes

Release Yersion

Dovwnload Printable Help
User: Murray, fach

MT Votes User Guides can be
accessed by clicking the about
button on the top right of the

screen and then selecting

111

Password

‘nvironment MT VOTES

Help E:xit

“Download Printable Help.”

Voters
Yoter Registration
Yoter Search
Yoter Merge
Batch Scan
Commit Batch
Elections
Election Management
Election Calendar

Ballot Processing
Districts & Precincts
Election Workers

Absentee Maintenance

Provisional Ballots

Petitions
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Administration

System Configuration
User Administration
Address Library
Legal Address Library
Messaging

Document Templates
Load External Data

Reports & Labels
Schedule Jobs
Batch Management

Agency Interface

Dept of Corrections
DPHHS Search




User Guides
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There are several guides to
choose from. Check the box for
the ones you would like and

then click OK

Password Exit

Date: 12/19/2011 Help

Test Environment MT VOTES

« Printable Help

—Choose Printable Help y
[ state Administration Guide i i

Administration LRy
[T County administration Guide System Configuration e e
User Administration
[~ Agency Interface Guide Address Library

Legal Address Library
Messaging

™ General User Guide Document Templates
Load External Data

ok | _cancel |

Reports & Labels

[~ Reparts Guide

b= )

Districts & Precincts Schedule Jobs

Election Workers Batch Management

Absentee Maintenance

Provisional Ballots Dept of Corrections
DPHHS Search

Petitions
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il MT YOTES

" About

i

User: Murray, Zach County: STATE OF MT Date: 12/19/2011 Password
'E'Select Destination

Directary | nment MT VOTES

Help Exit

g
. . . :tem Configuration s y
The Select Destination dialogue or Administration
. . . dress Library
box will display. The only option jal Address Library

ssaging

cument Templates
ad External Data
ports & Labels
hedule Jobs

tch Management

is the C-drive, so click on it and
then click OK.

Ok | Cancel | pt of Corrections
HHS Search

PETIIONS
i |

s e T
vl

PE o
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i MT vOTES
Abouk

User: Murray, Zach County: STATE OF MT The screen May appear to
freeze as the file is downloaded,
but a confirmation message will
display once it has.

':‘_EI—,‘:'Downluad Printable Help

File Downloaded Successfully

—Choose Printable Help

[” State Administration Guide

Administration
[~ County Administration Guide System Configuration
User Administration
¥ Agency Interface Guide Address Library

Legal Address Library
Messaging

™ General User Guide Document Templates
Load External Data

Ok I Cancel Reports

=

Districts & Precincts

[ Reports Guide

abels

Click Cancel to close the

Election Workers
Absentee Maintenand .
Provisional Ballots W] ndOW.

Petitions
Petitions

3 ’, '1-. s z . . . .
e e Clicking OK will cause lt.tO
PO A download the guide again.
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File Edit ‘Wiew Faworites Tools  Help 'l';.
& . . ) . -

O Eack e Lﬁ 7 Search i Faolders 2 | Folder Sync

Address | ') My Computer j Go

System Tasks & H 3% Floppy (A:]) - :
Wiew swstem inFarmation L\Jﬁ

"L_') Add or remove programs
[ Change a setting

DVDYCO-RAW Drive (D) ; i on 'Soscluster_sos_sanl

N w CHO177 on
Other Places ~ 'Soscluster_sos_sanlivolliUs,.,
—

\H My Metwork Places

) My Documents
HP Scanjet M7710
[} Control Panel :

bl

Details FEMworks Adaphive A

Local Disk {C:)
Local Disk,

File Syskem: NTFS
Free Space: 91.2 GE
Tatal Size: 148 GE

To locate the file you will need
to go into My Computer and
open your C-Drive.
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File Edit ‘Wiew Faworites Tools  Help

.l;r

"l
2 | Folder Swnc

@Back - e - L_‘jI‘

T

,..-"".' ) Search i Folders

Address |<e O

ESE

]

DELL I’_’J Docurnents and Settings
1

DR3010C ’_’J DR-4010C
1

Crivers I’_’J Inkel
1

lexmark,

System Tasks

Hide the contents of
this drive

:L";, Add or remove
programs

Seatch For files ar
folders

File and Folder Tasks ¥

Other Places 2

o My Computsr MOPS
h'_J My Documents

& My Netwark Places

window.

Pragram Files

=4

The downloaded guide should
appear at the bottom of the

It is best to leave this guide in

etails S . .

= S this location and create a
b desktop short-cut to it, so that it
= | Local Area Connection 4 is easily updated.

mtvotes_agency-interfac
Adobe Acrobat Document

Mate Modified: Thirsdas.

full ficrobat Document
1,523 KE

L
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File Edit ‘“iew Favorites Tools  Help .1."
. . ) | 8§

a Back e L_‘jI‘ ya Search i Faolders EI 2 | Folder Sync

Address |<e O j G0

- N DELL i Docurnents and Settings ﬂ
System Tasks l |

7 Hide the contents of

this drive ' ’_’J DR3010C ’_’J DR-4010C
:{:} add ar remove l 1

]

programs
- Search for files or _— _ (= )
folders Drrivers Trtel
l Open with Adobe Reader X
Qpen
Prink
7-Zip b

(Z)5can with ESET NOD32 Antivirus
Advanced options r

To create a desktop shortcut to
the guide, right click on the file

M MetWware Copy...

and then select Desktop from Open with :
the Send To menu. ] Compressed (zipped) Folder
Cut & Desktop (create shorkout)

Copy _J Mail Recipient
Creake Shorbout .D My Documents
e 2 34 Poppy )
L DWDJCD-RMY Drive (D)

Properties T

mtvotes_agency-interfac
Adobe Acrobat Document

Mate Modified: Thirsdas. ;I

L4]




PCF

Sharkcut ko
mbvotes_agen
cy-interface

Location: C:h,

User Guides

The shortcut will now display on
your desktop, and the original file
will remain on your C-drive.

This link will allow you to easily
access the guide regardless of how
many times you have downloaded it

to get the newest version.
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i MT ¥OTES N =101 ]

About

User: Murray, Zach Password Help Exit

To modify system settings for
your county you will first need
to access System Configuration.

ant MT VOTES

Voters Iministration

Yoter Registration System Configuration 1

Yoter Search User Administration

Yoter Merge Address Library

Batch Scan Legal Address Library : . ;'_‘_

Commit Batch Messaging i g
Document Templates ;

Election Management Load External Data

Election Calendar 6

Ballot Processing Reports & Labels 5

Districts & Precincts Schedule Jobs

Election Workers Batch Management

Absentee Maintenance

Provisional Ballots Dept of Corrections

DPHHS Search
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'E'Srsl:em Configuration ;IEI EI

Woter Search Help

E| ADDRESSES
¢ - Cities

- DUt Of State City
- 2t Of State City Zip
- Street Directions

- Street Types

- Uit Types

i Fip Codes
I YVOTER RECORD
-ELECTIOMNS

- PETITIOMNS

- POLLIMNG PLACE/LOCATIO
- ELECTION WORKERS

- STATE COMFIGLURATION
- COUNTY COMNFIGURATION
#-ERROR LOG ANACOND?
- USER SETTINGS ANACONDA,

AMNGELA
AMNGELA
AMTELOPE
AP0
ARLEE
ARLEE
ARLEE
ARMINGTOMN
ASHLAMD
ASHLAMD
AUGLUSTA
AUGLUSTA,
A0SO
BABE

I The initial screen defaults to the
Addresses information for your
county.

From this screen you can add,
remove, or modify address
information for your county.

ACTON
.-’-‘-.LE;ERTD M

-]

-]

¥

Click on the other Menu’s to
view available options.
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Woter Search Help

—absentee Application Sources

F- ADDRESSES
= WOTER RECORD
Code |
- Absentes Types Description |
- Audit Types
- Cancel “Yoters [WEy | Delete | Sawe |
- izontact Types
- Correspondencs Code | Description
-~ Custom Fields 1
Custom Peds A Y T——— The Voter Record menu options
i ; i C Conse ; :
- Duplicate Configuration = allOW yOU tO Conf'lgure the

- Image Batch Types
- Languages
- MRS Process

various voter details available in

- Registration Sources ;-“I I{gﬁermn MT VOteS‘
- Source of Update N Mursing Home
- Special Assistance 0 Other
- Voter Statuses R Republican This is also where the NVRA
~foter S5tatus Reasons I University .
-ELECTIONS process 1s located.
- PETITIOMNS

-POLLING PLACE/LOCATION
-ELECTION WORKERS

- STATE COMNFIGURATION
SCOUNTY CONFIGURATION
-ERROE LOG

- LISER SETTINGS

g O oy O oy O oy O oy O oy O oy B o |
| By i iy iy iy iy i iy i |

« |ﬂ Close |
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F- ADDRESSES
#-WOTER RECORD
El- ELECTIONS

-Ballot Issue Reasons

- Ballot Sources

- Ballot Stages

- Ballot Statuses

- Ballot Status Reasons

- Ballot Types

- Budget Groups

- Budget Lines

-~ Candidate Statuses

- District Types

- Election Types

- Flex Labels

- Position Reguirements
-Woting Methods

H- PETITIOMNS

H- POLLING PLACE/LOCATION

H- ELECTION WORKERS

H- STATE COMFIGURATION

H- COLUMTY COMFIGURATION

H- ERROR LG

|y Y oy O oy O oy O oy B oy B o |

H- LISER SETTIMGS

—Flex Label

System Configuration
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Woter Search Help

Label Mame

Label Size

Text Color

|4"x1.5"Rall

The Elections menu contains

Fields

Ballot ID

Ballot Sag
gt

MHame
FParty Code
Precinct

Save

S Line Mailing &

Election Date
Full Residential
Mailing Address

Fes/Mailing Adc

RESidentiaI ﬂd_dlll
4 »

options for managing various
election related defaults and
information.

The Flex label screen will allow
you to create custom label times
to be used in election
management when printing
ballot labels.

Save As,, Remaove

Cancel

Close |
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Woter Search Help
—Submittal
F- ADDRESSES
" YWOTER RECORD d
fl ELECTIONS Cocde
= PETITION Description |
& Sl bmittals
- Line Reasons
- Petition Scopes
- Petition Statuses
- Petition Types
- Sighature Statuses 1
- Signature Status Reasons 2 2 .. . .
¥ POLLING PLACE/LOCATION 2 3 The Petition menu options will
- ELECTION WORKERS . oy o
B STATE CONFIGURATION g g allow you to spec1fy petition
- COUMNTY COMFIGURATION .
5 ERROR LOG z Z related details, such as statues
- LISER SETTIMGS 0 g and types.
10 10
11 11
12 12
13 13
14 14
15 15
16 15
17 17
18 18
19 19
20 20
21 21
22 P
23 23 j
Close |
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Woter Search Help

—Facilities

F- ADDRESSES

#-WOTER RECORD

- ELECTIONS

F-PETITIOMS

- POLLING PLACE/LOCATION
R F=cilities

. “-Locations
#-ELECTION WORKERS

- STATE CONFIGURATION
- COUNTY COMFIGURATION
#-ERROR LOG

Code

- [F]-

Description

B USER SETTINGS I Ligh-s Py The Polling Place/Location menu
dndicap RCCS o
HP Handicap Parkindy 1S Where you can create new
M Microphone . .
P Parking polling places/locations, and
PP Fay Phone .
R Rest Area enter in resources that may be
di hine A . ey e
Vs Vending Machine ¢ available at each facility.
W \Wireless Internet

Close |
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Woter Search Help

—Training

- ADDRESSES
B VOTER RECORD
Fl ELECTIONS Codle

B PETITIONS Description
- POLLING PLACE/LOCATION

~[F]--

Pay Rate

-- STATE COMFIGURATION

-- COUNTY COMFIGURATION

S e Cade D2 The Election Worker menu

CHFIUD CHIEF & PE .

ELECIUD ELECTION JUD... options allow you to add the

PLLMER - FOLLMANRSER ¥ various jobs and trainings that
you will need for your election

workers.

Close |
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-ADDEESSES
SOTER RECORD
-ELECTIONS
-PETITIONS
“POLLIMNG PLACE/LOCATION
-ELECTION WORKERS
-STATE COMFIGURATION
CCOUNTY COMFIGURATION

- County Contacts
-~ County Parameters
L Ewport Woter Images

-ERROE LOG
- LISER SETTINGS

System Configuration
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Woter Search Help

—County Parameters

Pararmeter Ualu;l

Batch Scan starting Number 1004
Default Abhsentee Application Source (0 = Blank, 1 = Absentee T 7
Default Absentee Label J

Parameter Mame

Default Address Type (0 = MNon-5Standard, 1=5tandard, 2=Legal

Default ballot process signature status

Default Ballot Processing Source (0 = Blank, 1 = &bsentee Team
aUlt Election for Absentee Requests (0 = Mo Election selected
getition process signature status

[ - - - - P T —_ wl —_

District Ty} arinted on Confirmation Card
District Types
- [ AMBULAMCE
- [ CEMETERY . .
- O CITYWIDE The County Configuration menu
= v options will allow you to specify
-~ COUNTY COMMISSIONER. .
- OlcounTvwine default data entries for your
- O DRAIMAGE County
-~ OFIRE . ) :
~ CJHOSPITAL This screen is also where you
-~ HOUSE DISTRICT - . . . . .
= | _.|—' will specify which district types

to include on your voter
confirmation cards.
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Woter Search Help

—Search
F- ADDRESSES
-- WOTER RECORD Wigw Error Log | j
F-ELECTIOMNS
& PETITIONS Search Text |
- POLLIMNG PLACE/LOCATION " -
¥ ELECTION WORKERS Search Eird Mext Erirt Delete |
-- STATE COMFIGURATION
- COUNTY COMFIGURATION
E| ERROR LOG Error Ll]l_:l File
o 11/02/2011 01:23:25 PM : ErrLog » ORA-22000: the account is locked---Oracle ﬂ
[ Data Provider for .MET----COracle.Datatcoess. Client.OracleException ORA-28000: the

account is locked  at

Oracle.Datasccess. Client.OracleException.HandleErrarHelper(Int32 errCode,
OracleConnection conn, IntPtr opsErrCty, OpoSglvalCt:* pOpoSghialCty, Object
sz, 5tring procedure, Boolean bCheck)

=5, Client.OracleException HandleErron(Int32 errCode,

n, IntPtr opsErrCty, Object src)
ss.Client.OracleConnection.Openi)

LANS. CyrConnection.Openl)

)

onMS.0AMNS.CyrConnection getCyrConnection()
monkS.DANS . CyrCommand

=L Commonhs . DANS . CyrCommand)
Collections.SortedList
sBylurisdiction(System . String)
oadStateParameters()

Used primarily by the Help Desk,
The Error Log screen is where
the system keeps track of the

various errors that have
occurred throughout the
database.

1 PM : Errlog » ORA-22000: the account is
CVR.CommonMS . ExceptionMs. CyvrDataBaseExceptian:

Lt is locked

LDaMS. CyrConnection.Opent)

LDa&MS . BaseDatascoess . getCyrConnection() j

Close |




System Configuration

':‘E[‘:'E'rstem Configuration =10 =]

Woter Search Help

F- ADDRESSES Message Alerts
-- WIOTER RECORD

#-ELECTIONS V¥ Show Message alerts [T Hide Message Alerts

- PETITIONS . |
- POLLING PLACE/LOCATION —
#-ELECTION WORKERS

- STATE CONFIGURATION
- COUNTY COMFIGURATION
#-ERROR LOG

= USER SETTINGS

R Message Alerts

E..

The User settings menu options

allow you to modify how the
system will notify you of incoming
messages.
(I.E. Voter Merge requests, etc...)

Close |
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» User Role Management
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i MT ¥OTES

Click on “User Administration” [rsmrammmmm
to modify roles and privileges
assigned to workers in your

User: Murray, Zachary

nt MT VOTES

ministration
System Configuration
User Administration
Address Library
Legal Address Library

Only users with the County e

Load External Data

Administrator Role can create or g e
mOdify user rOleS. ng Reports & Labels

incts Schedule Jobhs
ars Batch Management

NG - Agency Interface

lots Dept of Corrections

DPHHS Search

Petitions

P Rl ot i

x ¥ W
P . TPt TR e T
; SRR
- _:._-*_ p --_-—... = 5




—Search

'E'User Roles And Privileges

Users | Roles |

User Administration

The initial screen will display

=er Mams

Status
’7 F At

with a list of active workers in

Last Mame

your county.

= Inactive

Scope
’71!"' 505

co1062
c91069
c91070
c91073
c91821
c33187

Search

Status | oLty

Click the Roles tab to view or
modify existing user roles or to

Frost, Lisa ACTIVE Missoula
Connors, Rehecca ACTIVE Missoula
Borchers, Micole ACTIVE Missoula
Cox, Kim ACTIVE Missoula
Sauter, Phyllis ACTIVE Missoula
: ACTIVE Missoula

ACTIVE Missaoula

ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

create new ones. ECTIVE ecould
ACTIVE Missoula

ACTIVE Missoula

ACTIVE Missoula

Cunter, Front ACTIVE Miszoula

[ vy

Detail

Delata

Close |
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Yoter Search Help

Users Roles

Foles Privileges
= O Ab s eptssbe

Rale Mame |
Default (Read Only)

Selecting a role will display

E& 11 (Read Only) --E.a ot P

special report access (Read Only) -] Districts and Precincts 1 1N/

Asst Chief Deputy - [ Election Management which privi leges haove been
Chief Deputy #- [P Election Workers checked for it.

Clerk #- [ Image Batches

Clerk 2 #-OMain Modules

#- [ Petition Management

#- [ Provisional Ballots

#- [ Reports

: em Configuration

r and Role Management
2 CILery

=r Reqgistration

Click New to create a new user
Role.

e Detail | Deleta Cloze |
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Heln

il Roles & Privileges - New

Role Mame |Example Role|

Save Cancel

Enter a unique name for the role
'E:'User Roles And Privileges and CliCk Save.

Users Roles |

Roles Privileges

Role Mame | | = Oabsentee Maintenance

Default (Read Only) B aAddress Rules Management

EZ I iRead Only) =B Ballot Processing

special report access (Read Only) . ~[Maccess to Ballot Processing Module
Azt Chief Deputy . ~[Create Ballot Receiving Batches
Chief Deputy . [MProcess Ballot Signatures

Clerk - [ Districks and Precincks

Clark 2 = [JElection Management

Example Raole --I:IEIeu:ticun Wwarkers

E-OImage Batches

B Main Modules

& O Petition Management
&-OProvisional Ballots

& OReports

% D Syctm Configuration Once the new role is displayed
< Elvorsr uayy et under Roles you will need to
# Hlvoter Regisracion click on it, and then check each
box that corresponds to the
desired privilege you are

wanting to grant.

Save | Save ﬁ«s..l

WI=NE | Detail | Delete Close |
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Yoter Search Help

'E'User Roles And Privileges

Users Roles

Foles Privileges

Rale Mame

Default (Read O
E& 1L (Read COnl
special report &
Asst Chief Dep
Chief Deputy
Clerk

Clerk 2
Example Role

ent

=ssing Module
g Batches
ures

From this screen you can view or
delete existing roles as needed.

- RrReports

& 5ystem Configuration
#-OuUser and Role Management
#-Owoter Query

H-[Joter Registration

Save | Save As.,

Cloze |

e | Detail
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« Password Management
- You must change your password every 90
days.
- Do not give it to anyone.

- Do not write it down.

- Change it immediately if you suspected
someone knows your password.



Security Procedures

o Password Guidelines

- Your password must not repeat any
previously used passwords.

- Whenever possible, your password should
contain at least three of these four
character sets:

e Uppercase letters

e Lowercase letters

« Digits

 Special characters or symbols



Security Procedures

e Password Recommendations
- Create meaningful, easily remembered, passwords,
that will not be apparent to others.

- Use phrases or sentences as passwords.

- Passwords should not be obviously related to the
user ( family member names, phone numbers)

- Passwords must be at least 6 characters long.



Security Procedures

Strong Passwords Weak Passwords
« S5@mplePwd e password
~ « B3agles! « fido

e GottagoShOpp!ng o 123456

» |[h8R@inyD@ys « abcdefg

e Do not use these samples
for your actual password.



Security Procedures

« Securing your Workstation
— Close files and sessions not in use.

- Log off prior to leaving your terminal at the
end of the day.

- Lock your workstation every time you leave
it:

e CTRL+ALT+DEL and click ‘Lock Workstation’ or
Windows Key + L

e Use your network password to log back in.



Security Procedures

e E-mail

‘ Do not transmit information through
unsecure e-mail.

‘ Guard against disclosure of confidential
information through the use of internet e-
mail, news groups, or social websites.



Security Procedures

e Phishing

‘Phishers use ‘Spoofed’ e-mails to fool
recipients into divulging personal and
confidential information.

Be suspicious of any email with urgent
requests for personal financial information.

-If you are not sure call the company
requesting the information and confirm with

them. Contact the Help Desk for further
Assistance.



Security Procedures

 Types of Malicious Software

Viruses

Worms

Trojans
Malware
Spyware



Security Procedures

o Malicious software Protection

- Antiviral Software
 All workstations must be protected

- Potential harm can occur:
e Files become corrupted
e Files are deleted
e Systems crash



Security Procedures

o Malicious software Protection

- Notify the Help Desk of any antiviral
software-generated alerts or symptoms of
infected machines.

- Take care not to open e-mail attachments
from unknown and/or unsolicited sources.



Security Procedures

o Malicious software Protection

- Symptoms of infected machines include:
e Your computer starts behaving strangely.

 Data files in programs such as word or Excel
become corrupt or lost with no reasonable
explanation.

e Any unexpected changes in the content/size of
your files.



Security Procedures

o Malicious software Protection

- When you suspect a possible virus:
« Cease using your computer
« Do not reboot your computer
« Do not open any new programs
e Do not send or attempt to receive e-mails

e Do not turn your computer off
e Call the Help Desk at 1-866-541-6767



Security Procedures

» Security Breaches

- Examples of Security Breaches:
e Leaving computers unsecured
» Giving out a password

« Leaving protected information displayed on a
computer or desk

e Downloading or installing software without
approval

e Disregarding virus warnings



Security Procedures

 Incident reporting

- Immediately report any and all suspected or
actual breaches of information security to
the Help Desk.

- Report the following to the Help Desk:
e Date and time incident was discovered

e Observed behaviors that led to the incident
being suspected

e Any unusual circumstances surrounding the
event



Security Procedures
o Summary

- Always secure your workstation

- Never give out a password

- Be alert when logging in

— Use good practices when e-mailing

- Use safe practices when browsing the
internet

— Report possible viruses immediately

- Call the Help Desk at 1-866-541-6767 to
report any issues or suspected security
breaches.



As always, please feel free to contact the Help Desk,
at 1-866-541-6767, with any further questions you
may have.

Created 12.2011 by ZRM Office of Montana Secretary of State
Linda McCulloch
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